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Description of the Data Resource

• CRC-Cohort

• 10,480 patients Europe-wide with C18.0-18.7, C19, C20

• Phenotypical, clinical and genotyping data

• CRC-Cohort Digital Pathology Imaging

• 26TB of Whole Slide Imaging (WSI) at 20x/40x
magnification in MRXS/SVS/NDPI formats

• linked to CRC-Cohort

• Additional data contributed by institutions:

• MUG: 18TB of WSI data in 2324 WSI slides

• MMCI: 11TB of WSI data in 7280 WSI slides 
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Overview of WP/Task status

• WP1 – Data cloudification
• T1.1 – Image data cloudification - done
• T1.2 – Clinical data cloudification - done

• WP2 – Integration with EOSC-Life platform - done
• T2.1 – Dataset query service - done
• T2.2 – Dataset export service  - done
• T2.3 – Integrating data source with WP2 services - done

• WP3 – Privacy risk analysis and demonstration
• T3.1 – Develop AI slide image clustering workflow - done, 2nd version
• T3.2 – Pilot on EOSC-Life cloud - done
• T3.3 – Evaluate limits of sharing the data, to what extent the WSI can be 

considered anonymous - done
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Task 1.1: Image data cloudification

• AIM

• Transition to formats suitable for long-term archival/curation, sharing 
and cloud processing of WSI imaging, compatible across BBMRI and 
EuBI RIs.

• Steps
• Strategy to convert data

• separate conversion of imaging data and metadata
• Conversion of OME-TIFF for CRC-Cohort

• https://github.com/crs4/fair-crcc-img-convert/
• https://workflowhub.eu/workflows/266
• https://is.muni.cz/th/krao3/

• Integration of the OME-TIFF support in AI pipeline
• https://is.muni.cz/th/krao3/
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Task 1.2: Clinical data cloudification

• AIM

• To improve the interoperability of the CRC dataset, expressing the 
data with the openEHR formalism, which enables the representation 
of clinical data semantics in an interoperable way and the association 
with relevant domain ontologies.

• Steps
• Preliminary analysis of the data model for the CRC-Cohort
• Data mapping towards open structured models of the clinical 

concepts (selection of relevant openEHR archetypes)
• Use-case specialisation (design of the openEHR template)
• Testing and data validation
• Mapping to relevant ontologies (OMOP) and standards (HL7-FHIR) - 
• Dataset conversion
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Clinical data modelling

• Preliminary analysis of the data model for the CRC-Cohort 

• Analysis of the variables to identify data element features, 
requirements and constraints and to set up the mapping.

• Search for existing reusable semantic models (archetypes) in the 
openEHR model repositories (CKMs).

• Data mapping towards open structured models of the clinical concepts 
• Selection of relevant openEHR archetypes.

• Association of each data element with a node of an archetype, 
checking the correspondence of: meaning, datatype, cardinality, 
assumed value, units of measure.

• Use-case specialisation
• Design of the openEHR template.

• Creation of a full model from the aggregation of the identified 
archetypes.
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openEHR model - crc_cohort.v1

• Model composed of:

• 24 existing archetypes selected;

• Structure (a) reflecting the data 
definition organized in 8 sections;

• 55/56 data nodes mapped.

• Use-case specialization

• Node renaming (b), hiding of 
unrequired nodes (b), add 
constraints on occurrences and 
datatypes (c), term set definition 
(c);

• Adding annotations (d) to express 
mapping with the original model.
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Testing
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• Creation of synthetic data instances with 
randomic data

• Structured data instances built in 
conformance with the semantic 
model (template).

• Different data formats available (XML, 
JSON).

• First tests with the EHRBase backend

• Verified data upload and retrieval 
from the backend using standard 
RESTful openEHR API requests.

• General check performed with simple 
queries in openEHR Archetype Query 
Language (AQL). 



Mapping and Conversion
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• Mapping to OMOP and HL7-FHIR

• Relevant data element in the openEHR template are mapped to:

• OMOP 

• HL7-FHIR (for the profiles needed by the BBMRI-Locator)

• Conversion and upload tool toward an openEHR-based backend (EHRBase)

• Conversion from the original dataset (PostgreSQL database+XML files) 
to openEHR-based data instances

• Verified data upload and retrieval from the EHRBase backend using 
standard RESTful openEHR API requests.

• General check performed with simple queries in openEHR Archetype 
Query Language (AQL). 



Task 2.1: Dataset query service

• AIM

• To integrate the dataset into the ordinary material access workflow 
provided by BBMRI-ERIC.

• Steps
• Mapping and conversion of the dataset to the relevant HL7-FHIR 

Profiles for the BBMRI-ERIC Locator  and OMOP to BBMRI-ERIC Finder
• Installation and configuration of the Connector
• Operational setup of BBMRI-ERIC Federated Platform
• Testing of the Connector for the CRC Cohort dataset
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Searchability within the BBMRI-ERIC 
Locator 

• The BBMRI-ERIC Locator/Finder are a enabling scientists to search for 
specific research-relevant biosamples and related data across multiple 
academic biobanks distributed across Europe. 

• To make the CRC Cohort data searchable by the Locator/Finder, it’s 
necessary:
• To map and convert the dataset to the relevant OMOP and HL7-FHIR 

Profiles
• To install and configure a Connector, filling it with the converted data, 

and registering its Connector with the Locator/Finder.
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https://samplelocator.bbmri.de


Task 2.2: Dataset export service

• AIM

• To integrate the export functionality into the ordinary material access 
workflow provided by BBMRI-ERIC.

• Steps
• Definition of the download mechanism 
• Definition of the authentication and encryption policies 
• Implementation of the export service in the Connector 
• Testing of the export service 
• Code availability

• https://github.com/crs4/fair-crcc-send-data/

• https://workflowhub.eu/workflows/265

• Access to Data can be requested via BBMRI-ERIC Access Pipeline

• https://directory.bbmri-eric.eu/#/collection/bbmri-eric:ID:EU_BBMRI-ERIC:collection:
CRC-Cohort

12



Definition of download mechanisms

• Conditions imposed by problem

• Relatively large data size; distributed collection; personal data

• Favouring design where collection manager send data to service provided 
by requestor

• S3 storage, SFTP server

• Evaluated several free and open source suitable data transfer tools to 
support this approach

• E.g., rsync over HPN-SSH, rclone and minio S3 clients
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Definition of encryption policy

• Encryption: considering envelope encryption scheme

• Each image stored in repository encrypted with random data 
encryption key  (DEK);

• Request -> each DEK is encrypted (wrapped) with a new key specific 
to the request (the key encryption key);

• The specific KEK is shared with the requestor, along with the 
encrypted data

• Only user with KEK can unwrap the DEKs and access the data – and 
only those files corresponding to the specific request/KEK.

• Envelope Encryption is a relatively common pattern

• implemented by Crypt4GH for genomics; also being used by 
EuCanImage project (aims to build FAIR cancer imaging for AI)
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https://eucanimage.eu/


Task 2.3: Integrating data source with WP2 
services

• AIM

• To implement a data download client to simplify the data download 
process for the user.

• Steps
• Design of the data download client 
• Data client development 

• https://github.com/crs4/fair-crcc-send-data/
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Task 3.1: Develop AI slide image clustering 
workflow

• AIM

• Develop a pipeline for whole-slide image clustering methods to 
estimate linking-based privacy risks

• Steps
• Definition of studied privacy risks
• Development of TensorFlow-based tile-based pipeline
• Development of TensorFlow-based whole WSI-based pipeline
• Experimentation with various methods
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Experimentation with various methods
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• Tile-based methods:

• Unsupervised learning

• Supervised learning with multiclass classification

• Supervised learning with binary classification

• WSI-based methods:

• Similarity based on feature extraction



Experimentation with tile-based methods

18

Supervised learning, single class per slide



Experimentation with WSI-based methods
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• Similarity for identical slides scanned at different scanners

• very high similarity scores (expected)

• Similarity for consecutive slides

• demonstration of score decrease
w.r.t. slide distance



T3.3 – Evaluate limits of sharing the data
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• Developed taxonomy of privacy risks w.r.t. sharing WSIs 

• labelled tile sharing, WSI sharing, sharing different WSI per patient, 
etc.

• risks compared to other data types

• types of risks considered: group membership disclosure, additional 
information disclosure, singling out risks

• Development of the attack model

• Experimental evaluation using WSI-based

• and tile-based models 

• Preparation of the manuscript ongoing

• Currently in 1st revision in NCOMMS
• https://www.medrxiv.org/content/10.1101/2022.04.06.22273523v2

https://github.com/RationAI/WSI-anonymity



Future Steps
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• Finish revision of NCOMMS paper

• Publish data set paper on the CRC-Cohort

• manuscript under preparation

• Reconnect CRC-Cohort back to BBMRI-ERIC Locator (instead of 
BBMRI-ERIC Finder)


